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WAPPLSDS

A. Overview
The WAPPLES Configuration Guide explains how to set the service port
and apply the security policies that must be completed to operate
WAPPLES. It also describes how to set the WAPPLES Administration Tools
UI to the customer’s convenience and how to define additional WAPPLES
operation settings. If you have any trouble or inquiry while setting
WAPPLES according to the guide, please contact your distributor.

WAPPLES Basic Setting

O The basic settings for WAPPLES are divided into service port setting an
d security policy application. (For details on the service port setting and
security policy application, refer to Appendix A))

Service Port Setting Security Policy Application

Set WAPPLES | " Register Web Add Webei = Allocate
te.
Proxy IP™ Server IP. ‘ epsite H Policy. |

e Service Port Setting
» For In-Line mode, select “In-Line Mode" instead of registering IP in
“WAPPLES Proxy IP Setting.”
» For Reverse Proxy Mode, register the WAPPLES Proxy IP to allocate to
the service port. Likewise, register the gateway of the network where
WAPPLES belongs.

= Web Server IP Registration
Register in WAPPLES the IP of the web server to be protected.

e Security Policy Application
» Addition of website
Add the Websites of the web server to be protected.
» Allocation of Security Policy

You can apply the security policy in different security levels for each
website.
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A. WAPPLES Proxy IP Setting

Q Adding the WAPPLES Proxy IP

e Click the Proxy IP Setting Wizard on
the upper right side and select WA
PPLES to set.

------

WAPPLES Administration Tool Main Window

Setting Wizard ‘

Select WAPPLES

© please select a WAPPLES to configure.

192.168.3.131/24 (ID:WSE-1130005)

e ] (=] |

WAPPLES System Select Window

e Select Network Settings.

Setting Wizard

Setting Wizard

Select an item for setting

© select an item for setting

Operation Settings

Settings tor audit, Settings tor WAPPLES and

interworking and update network configuration

$

Proxy IP Settings Wizard — Select
Settings Window

WAPPLDSS

e Set the WAPPLES Proxy IP.

Setting Wizard - (192.168.3.131/24 (ID:WSE-1130005)) ‘

Network Setting
Set PROXY IP

© Input IP and Netmask, and click "Add" button to dd
Click information on list to edit or delete setting.Inline mode does not nesd Proxy IP setting

With [Import setting], netwerk setting
can be easily finished by leading saved
setting file by [Export setting] menu.
[Export setting] button is located at
the last step of network setfing wizard,
and exports setting information as a
file,

PROXY TP 192.168.3135

Netmask 255.255.255.0

Proxy IP Setting Window

= In-Line Mode

v" You need not set the Proxy IP
separately.

» Reverse Proxy Mode

v" One Proxy IP is required for each
web server for the network setting
of WAPPLES.

Q Adding a Gateway
e Register the gateway.

Setting Wizard - (192.168.3.131/24 (ID:WSE-1130005)) ‘

Network Setting
Additional gateway setting

© Type netwerk information of additienal gateway.

Default gateway

Additional gateway

Add

Destination

MNetmask __Ed\t
Destination Netmask Gateway
192.168.21.0 255.255.255.0 192.168.3.1

Additional Gateway Settings Window

+ Tip: To add a gateway, check Additional
Gateway Setting, enter Destination,
Netmask, and gateway, and click the Add
button.
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B. Web Server IP Registration

O Web Server Registration

WAPPLDSS

For HTTP, it is generally set to 80,
although a different port can be
selected according to the network

°
Setting Wizard - (192.168.3.131/24 (ID:WSE-1130005))
Network Setting
Web server setting
© Click add/edit/delete to continue work,
If you click one of these buttens, proper work window will be opened
Web server IP PROXYIP SSL VLAN ID
192.168.3.136:80 192.168.3.134:80 X X idd
192.168.3.133:80 192.168.3.135:80 X X =
Delete...
Export.
[ oneel | [ <sack | [[nests |
Web Server Settings Window
o Enter the web server IP and click Next.

Add the web server to be protected.

= |n-Line Mode

Set the Proxy IP to In-Line Mode.

The Web Service Port is
automatically configured.
e . N

Sd RO AN

Setting Wizard - (192.168.3.131/24 (ID:WSE-1130005))

Add web server
1P setting

© setnetwork information for WAPPLES and web server as follows.

Web Server IP :

[‘ Web Port :
fjServer | gg

[] Check web server status

[C] VLAN ID Host name:

File to check

Time for waiting [<

€
(/.":}v; Internet:

%
PROXY IP : :
c : \’“ reponse:
_n ine Mode M ‘—/_ Checking period: |0
Port : WAPPLED

Request Method : | GET

SSL Disable Z

Nex >

Window for Adding Web Server — Inline mode

» Reverse Proxy Mode

Enter the port number to the Web

Service Port.

environment.

v Tip: If the web server uses SSL
communication, check Use SSL
and add the related SSL certificate

and private key file.

¢ Finish the web server setting.

Setting Wizard - (192.168.3.131/24 (ID:WSE-1130005))

Add web server

Confirm setting

© Tosave following contents, click "Confirm” .

Web server address ¢ 102.168.10.15:80
VLANID: disabled

'WAPPLES proxy address : 192.168.3.134:80

Using S5L or not: disabled

[ Concl | [ <Back | [ Gomim |

Proxy IP Settings Wizard — Selection Window

O End of Network Setting

e Check network settings and finish.

Setting Wizard - (192.168.3.131/24 (ID:WSE-1130005))

Network Setting
Setting Complete

© Toapply following setting, click 'Complete’

PROXYIP : 1 items except 192.168.3.134,
Default gateway :
1 items. {recent 1 min)

Additional gateway

Control web server: 1items except 192.168.3,133:80,

Setting Wizard - (192.168.3.131/24 (ID:WSE-1130005))

Add web server
1P setting

©  set network information for WAPPLES and web server as follows.

Web Server IP :
192.168.10.15

I Web Port : [C] VAN 1D Host name:
Server | gg
File to check

.
X Internet Time for waiting
PROXY IP : :;;'z’ ’}’ " 4 reponse: |
LYY
192.168.3.134 v ety Checking period: |0

port : WAPPLES

80 SSL Disable =

[] Check web server status

Request Method : | GET

Window for Adding a Web Server — Reverse Proxy
mode

Network Settings Completed

For Reverse Proxy Mode, change
the DNS properties of the web
server environment after finishing
the network settings to set the
WAPPLES Proxy IP to the IP of
the web server that is actually in

service. pe" ta



0 Adding a Website

Click Policy Setting in the toolbar.

WAPPLSDS

WAPPLES Add Tab | Detection Log Dashboard Audit Log  Monitoring Policy Report

* 192.168.3.131 - WAPPLES Management Console —
[r— 4 1 P E i =F Wehbe
ﬁ m k @@ = de= 3
Vi Setting Wizard

Set up policy and website

© Ifyou expand a policy item, websites to use the policy are diplayed.
After selecting any policy or website, the right button of mouse, you can choose a configuration function for each item.

List of Security Policies and Websites
Policy Name  Test

[ Parameter Encrypticn ]

| AddPolicy.. || AddWebsite.. | Batch setting
=& 6. All-block Rule name Detection
i Unregistered website Buffer Overflow Il Detect buffer attack
@ 5. PCI-DSS Security Level Cross Site Scripting r1'|:|t
. . Advanced Security Level Directory Listing Prevent directory leakage
{3 3. Standard Security Level Error Handling 1 Block as 1st level
: 2, Basic Security Level Extension Filtering Il Only secure extension s ...
1. Detection Only, No-block File Upload I Prohibit file upload
= 192.168.3.135/ Include Injection Il Detect file Include
(e 0. All-pass without detection Input Content Filtering Il Do not detect
et Test Invalid HTTP Il Block dangerous HTTP

-~

m

AP T T [N [ [N [ [N [

Policy Setting Tab

Select the policy suitable for WAPPLES operation.
» Policy Presets

@ Block All Security Policy
: Blocks all sites

@ PCI-DSS Security Policy

: Policy applicable to systems observing the PCI-DSS certification

® Advanced Security Policy

: High-level security policy for blocking even low-impact attacks

@ Standard Security Policy
: Policy that is most optimized for general web environment

(® Basic Security Policy

: Policy for preventing popularized, high-impact basic web attack

® Detect Only Security Policy
: Detects sites but does not block them

@ Pass Without Detection Security Policy
: Passes all sites without detection
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WAPPLDSS

Click the Add Website button and register the address and port of the webs

ite to be protected.

Setting Wizard

Add Website

Website Name

© Enter host name and port, and description for using in management consale.

Reagister sub-directory of website [

Website Name Port Number 80

Generally 80
ex] www. pentasecunty. com 4
I Website Description I
ex) Company Homepage

Website Addition Window

Register the secret key for secure access.

Setting Wizard

Add Website

Security Connection Setting

RN\

© Does website use following security connection?
Please enter secretkey for checking encrypted commnunication.

[] Use ISSAC-Web.

[ Cancel ][ < Back ][ MNext =

Secure Access Settings Window

When using ISSAC-Web, Penta Security System'’s web security solution,

check "Use ISSAC-Web." If you decide to use ISSAC-WEB, you need to
register the web server secret key file used by ISSAC-Web using the

[Open Secret Key] button and click [Next].
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e Register the trusted IP such as website administrator or developer.
v Tip: To register the reliable IP, enter the IP or IP/Netmask.

Setting Wizard

Add Website
Reliable IP

© Reliable 1P is used for leaming function of URI Access Control and allowed to access to
private web pages.
Please entereach websites administrator's IP and websites developer's IP in each line.

192.168.10.72 - ex) 192.168.0.1 or192.168/16

[ Cancel I[ < Back I[ Mext >

. Trusted IP .
e Register the web server security key.

Setting Wizard

Add Website
Web Server Security Key

© webserver security key is used for encrypting security factors for detection in HTTP, HTML.
If the existing value is changed, misdetection can be occurred for a while.

Change security key
I |
I Cancel ] [ < Back I [ Next = ]

Web Server Security Key Window

WAPPLDSS

v Tip: Do not change the security key while operating WAPPLES. Once this key is
changed during operation, all keys used in WAPPLES will be changed as well;

thus causing temporary misdetection.

e Modify the values based on the web server environment and click Next.

-
Setting Wizard

Add Website
Web Server Environment

© rollowing checking is needed for revision according to Webserver environment where
website saved when attackis detected.

Case-senstive in URL.

Generally Windows Server does not distinguish.
Others almost distinguish.

I Encoding Type :  Windows-1252 <Western European (Windows)s

[ Cancel ][ < Back ][ Next > ]

Web Server Environment Window
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e Add an alias of the website.

-
Setting Wizard

Add Website
Another name of Website

© The number of website name cannot exceed 2.
Forexample, pentasecurity.com have anothername like www.pentasecurity.com.
Please enter another name of website in each line. Leave Blank if it doesn't have.

Website Name : 192.11.11.1

Another name of Website @ demal -

[ Cancel ][ < Back ][ Next > ]

Website Alias Window

WAPPLDSS

e Set whether to use Parameter Encryption or not(supported for R9 or higher)

Setting Wizard

Add Website
Decide wheter to enable Parameter Encryption for website.

© If parameter encryption is configured for the website, enable Parameter Encryption via
policy setting window ta encrypt website.

[ Use Parameter Encryption.

Private Key

I Public Key

5

[ Cancel ][ < Back ][ Next > J

Parameter Encryption Setting

e Select the policy suitable for the website.

.
Setting Wizard

Add Website

Select Policy

©  Select a policy where the website will be included.

Policy Name 0. All-pass without detection -

Rule name Detection Countermeasure -
Buffer Qverflow I' Do not detect =5 Detection only ‘:‘
Cross Site Scripting I Do not detect == Detection only :
Directory Listing I Do not detect =& Detection only
Error Handling I'' Do not detect =% Detection only
Extension Filtering I Do not detect == Detection only
File Upload 1! Do not detect =E= Detection only

| Include Injection I' Do not detect =5 Detection only
Tnnut Cantant Filtarinn Il Nn nat detart == Nataction anl i

[ Cancel ][ < Back ][ Mext > l

Policy Selection Window
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WAPPLDSS

e Confirm the website settings.

Setting Wizard

Add Website
Check Setting

© dick 'Complete’ to save following setting.

Website Name :
Use ISSAC-Web or not :

192.11.11.1:80
disabled

distinct
192.168.10.72

Case-sensitive or not :
Reliable IP :

Another name of Website :
. . demo/
Detection and Countermeasure Policy

N, All-pass without detectior
I Enable Parameter Encryption or no disabled P I

[ Cancel ] [ < Back ] [ Confirm ]

Website Setting Confirmation Window
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WAPPLDSS

A. UI Configuration

O Administration Tool Configuration

e The administration tool window basically consists of the toolbar at the top a
nd the tab window at the bottom.

» »

waeem 2 Tab Dl

% W e “ &

Log Dishbosrd Audklog Menitoing  Poly  Report

List of Security Palicies and Websites
Policy Name  Text
Parsmenss Encryption

Ao Wabte

WAPPLES Administration Tool

Q Toolbar
T e 4 bialea 2 A%
WAPPLEY Add Tab  Detection Log Dashboard  Audit Log Monitoring  Policy Report Period Sl Setting Wizard
WAPPLES Administration Toolbar
e Add Tab
» Button for adding a maximum of 10 tabs
e Tab Window

» [Detection Log] Displays the log detected under each WAPPLES rule

» [Dashboard] Displays the web server traffic data and detection data in
the form of graphs

» [Audit Log] Displays audit logs including the administrator’s log in
information and changes in the setting

» [Monitoring] Displays the system status of WAPPLES

» [Policy Setting] Sets policies suitable for the website

» [Report] Print report by site and period
o Filter

» Group for filtering the various contents displayed on the tab screen
e Setting Wizard

» Button for defining the operation settings and network settings
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0 Tab Window
The administrator's window basically consists of the toolbar on the top and

the tab window at the bottom.

'® 1921683131 - WAPPLES Management Console.

Service Setting : webserver 1P Proxy IP SSL Use or not Wiebs. B Routing Setting : pestination Netmask Gatew:
192.168.3.1... 192.168.3.1... disabled disab. “ 192.16821.0  255.255.255.0  192.16

Traffic

1625 1645 75 1726 AT4F 185 025" 1945 195 1925 1945 2050 2025 2048|

CPU Usage / Memory
CPU Memory

' o @ & @ 08 & X
| wasma»  AddTab | Detectionlog Dashboard Auditlog Monitoring Policy  Report Eagnd Ko Setting Wizard
TOP 10 list of last one hour
Rulé Rank  Rule Count Departure| Rank Co... Source IP Count Host Rank Host
1 SQU Injecti... 160 1 Un.. 192.16. 160 1 192.16.

WAPPLES Administrator’'s Window —Ex) Monitoring

WAPPLDSS

You can adjust the position of the tab window through tab window splitting.

3 (8:) & P Websites @ Whole g
s F M 2 R
' WR T G R R T G £ X
warme  AddTab  Detection Log Dashboard Auditlog Monitoning  Policy  Report gaod, Re - L, T ~ st
[ ™ X
¥ Recent 1 day. Trafic = Curve 20
= LA e
Topic e
g Mo o
S [l o
g Averag 0
Lately o
|
i
R 50 N | O
& |
i
i | |
\
00
8170000 8120000 8210000 8230000 910000 930000 950000 970000 930000 9110000 9130000 9150000
Time
121683134 192.163.3.136 192168 B Unregistered webste ‘Wnole

Administration Tools Tab Window
Splitting

v Tip: Click the name of the tab window [Dashboard: All] and drag the window.

The window above will then appear to split the tab.

v" Small icons will appear on the top, bottom, left, and right sides of the tab
window. Drag the window toward each direction to split the tab toward the
corresponding direction. The icons on the edge determines the top/bottom/left/
right direction on the entire screen, with the icons at the center determining the

position on the current window.

v" You can set the WAPPLES administration tools window differently to monitor
various information at once; you can adjust the size of each window by moving

the border between windows.
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B. Recommended User Window

O 3-Frame Administration Tool

1 192.168.3.131 - WAPPLES Manag onsole EN Englich (Unite DHelp o
A ls e { Websites Whole - P
N & & o8 2 3K
e Add Tab | Detection Log Dashboard Audit Log Monitoring  Policy  Report period Recent 1 day v MView Trmafic Setting Wizard
|[&# Dash board : Whole | 4 b X ||8 policy b
@ Recent 1 day. Trrafic Curve 20 ~ || et policy and webste -
=1 ‘,—,{f @ | i it ‘ﬁ £ J@ ‘ © I you expand a policy item, websites to use the policy are diplayed.
Adter selecting any policy orwebsite, the right button of mouse, you can choose a configuration f
Topics Value
§ Minimum [ =
i) haximum [
2 Average 0 List of Security Policies and Websites
Lately o Policy Name  Test
\ u
| 5 @ 6. Allblock Rule name Dete:
| : Unregistered website Buffer Overflow n
{ L 5. PCI-DSS Security Level Cross Site Scripting n
| 4. Advanced Security Level Directory Listing n
| 3. Standard Security Level Error Handling I
@ 2. Basic Security Level Extension Filtering n .
O — S — T
/B Detection log : Whole |. 1 x
‘ ‘ 9 Recent 1 day. Whale [ View in real time [~ | 250+ [1/1page =]
I ‘ Rule Name Source IP County  URI Destination Addr... Tim ~
| SQL Injection 192.168.21.103  ? (local) 192.168.3.135... 192.168.3.135:80 6/9 |
fl | SQL Injection 192.168.21.103  ? (loca) 192.168.3.135.. 192.168.3.135:80 6/9,
‘ QL Injection 192.168.21.103  ? (local) 192.168.3.135... 192.168.3.135:80 6/9,
| QL Injection 192.168.21.103 7 (local) 192.168.3.135.. 192.168.3.135:80 6/9,
[ SQL Injection 192.168.21.103  ? (local) 192.168.3.1 92.168.3.135:80 6/9;
| SQL Injection 102.168.21.102  ? (local) 192.168.2.1 92.168.3.135:80 6/9,
| | SQL Injection 192.168.21.103  ? (local) 192.168.3.135... 192.168.3.135:80 6/9,
| SQL Injection 192.168.21.103  ? (local) 192.168.3.135.. 192.168.3.135:80 6/9)
| SQL Injection 192.168.21.103  ? (local) 192.168.3.135... 192.168.3.135:80 6/9)
| QL Injection 192.168.21.103  ? (local) 192.168.3.135... 192.168.3.135:80 6/9,
0.00 S| QL Injection 192.168.21.103 7 (local) 192.168.3.135.. 192.168.3.135:80 6/9,
§17.00:00 §21:00:00 9 1.00:00 95:00:00 99:00:00 91T‘3m030-00 SQL Injection 192.168.21.103  ? (local) 192.168.3.135.. 192.168.3.135:80 6/9;
SQL Injection 192.168.21.102  ? (local) 192.168.2.125... 192.168.3.135:80 6/9,
—192168.3134 192.168.3.135 —192.168.3136 SQL Injection 192.168.21.103  ? (local) 192.168.3.135... 192.168.3.135:80 6/9,
Unregistered websiz — Sptniection 10216821102 flacall 182 1R 135 197 16A 3 135A0 A/0.

WAPPLDSS

Recommended User Window 3-Frame
Administration Tool

O Locate the recent detection logs on the left.

O Locate the detection log for the rules that the administrator specifically
wants to monitor only, and then locate the dashboard tab on the lower

right side.

v Tip: Select the detection log tab and click the drop box of the View button on
the toolbar. Select User-Defined followed by “View only the selected rules in the
rule name tab.” When the WAPPLES rule list appears, select the desired rules and

click OK.

v' The window can be configured freely and flexibly according to the
administrator's need. This window configuration will be saved automatically,

thereby remaining the same when you restart the administrative tool.
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WAePPLDDS

A. Backup and Restoration Setting

O Backup Method

e To save a backup file in WAPPLES, execute the “configure terminal” and ”
wapples” commands and use the backup command.
v" To back up detection and audit logs only, enter the backup [filename] local.

CLI mode Window

v' To back up the log as well as the settings, enter the backup [filename] image.

e You can check the saved backup files with the “restore list” command.

CLI mode Window

v Tip: You can view the backup files with the “restore list" command.
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WAePPLDDS

0 Restoration Method
e Do the following to restore with a backup file:

CLI mode Window

v' Execute the “restore filename” command to restore with a backup file.

e Do the following to restore the initial values of WAPPLES:

CLI mode Window

v To initialize the values to factory setting, use the “restore factory” command.
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WAPPLDSS

B. WAPPLES Update Setting

Q Preparations

When you make settings for the update server, communication from the
WAPPLES administration port to the update server will take place. For this,
you need to register the gateway to allow access from the administration
port IP to the update server IP.

To register the gateway, use “rt add” in CLL
ex.) If the gateway IP address is 192.168.3.1.
- penta-np (config-network)# rt add default 192.168.3.1 ctlO

If it is not registered, use “show rt all” commands to check whether the
route table contains information for the network of the same band as
192.168.3.1.

O Online Update Service Setting

Click [Operation Settings] in [Settings Wizard].

Setting Wizard & il - e

R M
Select an item for setting X () O (\

© select an item for setting

8 Oper n Network Seftings

U
Settings for audit, Settings for WAPPLES and
interworking and update network configuration

B

Settings Wizard Selection Window

Click the [Update Setting and Execution] button.

Setting Wizard

Operation setting
List of operation settings

© Please select an item to configure
<) Comsole Audit f J B |
{} & Lack <3 Backup ‘.“'_:é IP-Elock
ﬁf\ o account +
- 3 e ccoun og
e E-Mai ks Managerment _AJ Transmission
IP/Port

e i | >
“-‘flﬂ License ;1 access cantral J}-’Pattern Repositary

= o\
— Policy & Log 0 Time
@ 3 Synchronization \M/ J Synchronization y. Update

Operation Settings Selection Window
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WAPPLSDS

e Select Update Mode Setting.

r ~
Setting Wizard Y -

[ 3™
Update WAPPLES | el

© Select the way of updating the latest version of WAPPLES or execution of update immediately.
(|
@ Setting Update Mode . SetWAPPLES update mode
@ Update immediately Ewecute WaAPPLES update immediately
Cancel | [ <Back | [ Net>

WAPPLES Version Update Window

e Update Mode

Setting Wizard - » - L=
Set or Excute Update m m
Select update mode g A

©) Select the way of updating the latest version of WAPPLES.

I

Automatically update by receiving update information

© Update Automatic —= from update server

. Afterreceiving update information automatically,
check whether update ar not when administrator log in
is executed.

~ Update after Admin's
- permission ==

— Do notreceive update information automatically. If
@ Update Manually WAPPLES update is needed, do itthrough 'Update
immediately’.

[ cancel | [ <Back | [ Net>

Update Mode Selection Window

» [Automatic Update] - Checks for new updates in the update time and
cycle specified by the administrator and updates automatically

» [Update After Administrator Approval] — Checks for new updates in the
update time and cycle specified by the administrator and asks the
administrator for confirmation on the update

» [Manual Update] — The administrator has to update manually instead of
receiving update information automatically.
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e Set the update server IP and update cycle.

Setting Wizard

- W & W

Set or Excute Update

Sub update server registration

Update serverl IP :

© Type IP of update server or set as default.

218.145.29.163

Korea server 1 A

| Update server2 IP : 118.33.113.90
Update standard time : AM 12:00 A
I Update period : Every | 1 hour |
H
H
H
Cancel | [ <Back | [ Net> i

—

Auxiliary Update Server Registration Window

e Check the update setting.

Setting Wizard

- T & W

Set or Excute Update
Setting finished

© There's no change.

Update mode :

Update time :

I Update server IP :

Update Manually

218.145.29.163 , 118.33.113.90

Manual update does not assign the time to do update

Update Setting Completed

0 Checking the Update Result
e The update result can be checked in the audit log.
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WAPPLSS
A. WAPPLES Service Port Setting and Security Policy
Application
U In In-Line Mode
( N\ [ )
E -—%E N\
Web server - 5
Website
Policy A
WAPPLES E o
. =/
Internet || [E=
External port . Internal port Web server ‘ Wébsité
Management port == e ]
= - 7 -~ ] Policy B
Web server \‘ Website B

Local Admin

e In case of inline mode, there is no need to set Proxy IP.
o For details, please refer to Reference Manual.
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WAPPLDSS

A. WAPPLES Service Port Setting and Security Policy
Application
U Reverse Proxy Mode

Management port

WAPPLES

Local Admin

Internet

External port

_—@—

WAPPLES Proxy IP

Web server

Web server

Web server

Website

W

Policy A

\‘ Websife y

{ Policy B

e In Reverse Proxy mode, traffics are heading for WAPPLES Proxy IP not actual
web server’s |P.

e Needs 1 or more Proxy IP.

o For details, please refer to Reference Manual.
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WAPPLED

B. Fail-Open and Fail-Close Setting
Q Fail-open
e H/W bypass after power-off: hw-default-act set bypass
e H/W bypass after power-on: hw-default-act set bypass
e S/W bypass after WAPPLES failure: hw-default-act set bypass

Q Fail-close
e H/W bypass after power-off: hw-default-act set disconn
e H/W bypass after power-on: hw-default-act set disconn
e S/W bypass after WAPPLES failure: hw-default-act set disconn
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